Abstract-In this paper, a new approach to design fault-tolerant wide-area damping controllers (WADCs) is presented. Use of actuator redundancy to achieve higher reliability has always been an accepted engineering design technique and is used in this study to help ensure power system security. In our proposed method when an actuator fails or is unavailable (e.g., due to loss of communication), the supervisory controller redistributes the control signals to the remaining actuators. The WADC is initially designed to provide satisfactory damping. In the next step, virtual actuators (VAs) are designed to manage actuator failures without the need to redesign the nominal WADC. By inserting this reconfiguration block between the nominal WADC and the new actuator, there is no need to retune the WADC and the performance of the fault-free system can be recovered. Our proposed block is independent of the nominal WADC and does not need any information beyond that an actuator is unavailable. The approach is applied to Kundur's two-area system, and the 39-bus New England system. Numerical results show the effectiveness of the proposed method subjected to different failures. 
A
MAJOR concern faced by modern power systems is smallsignal instability, which refers to the ability of the system to remain in synchronism after being subjected to a small disturbance [1] . Generally, the root cause of small-signal instability is insufficient damping of low frequency electro-mechanical oscillations. Typically, the local modes of this type of oscillation can be damped by using power system stabilizers (PSSs) but the PSSs may be less effective for inter-area modes. In recent years, wide-area measurement systems (WAMS) have been deployed that allow inter-area modes to be easily observed and identified [2] . In WAMS, phasor measurement units (PMUs) are being used to collect synchronized measurements from the power grid. As a result, the problem of lack of global observation for local controllers can be addressed and improvement in the damping of inter-area oscillations can be achieved by using remote feedback signals and specially designed WADCs.
Development of WADCs includes designs for supplementary control of generator excitation, high voltage direct current (HVDC) links and FACTS devices. Various design techniques and methodology for WADCs have been reported, e.g., [3] - [5] . However, still very few such systems have been deployed in practice at least partly due to the robustness that is required for any closed loop power system controls. In order to transmit remote feedback signals to a central WADC and then to the actuators, highly reliable communications and computations are required. Time delay and communication failures or cyber-attacks can easily degrade the performance of the aforementioned controllers [6] , [7] . Moreover, changes in scheduling of generators may mean that some actuators are unavailable. The use of renewable sources to contribute to power system stability may also be limited by the fact that they are not always available.
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For example, on calm days wind turbines may not be generating electric power if there is insufficient wind to drive the turbines. Redundancy is a common engineering approach to ensure system resiliency and improve overall reliability. This concept was first introduced by Von Neumann [8] and then commonly used in large commercial and military aircrafts to increase the safety of flight control systems [9] . However, the increase in redundancy also increases the costs and complexity of the system. Increasing interconnections and power demands in modern power systems lead to greater vulnerability to faults and components failures. Thus, to address this issue, the concept of redundant actuators to increase reliability are of great interest. Fault-tolerant control (FTC) systems are needed to maintain nominal controller performance under different faults in the system [10] , [11] . An interesting approach to control reconfiguration for FTC is the concept of virtual actuators (VAs). A complete reference on VAs, their applications and details can be found in [12] , [13] .
This paper investigates the design of a new fault-tolerant WADC such that the nominal feedback control remain operational after faults in the actuator. In our approach WADC is designed based on fault-free model and VAs appear as dynamic blocks between the controller and the plant to hide the faults from controller. In normal conditions, the VAs remain inactive and the nominal WADC operates. When faults occur in the system, the VAs will operate and attempt to maintain the same level of damping performance by redirecting the control signal to other available actuators. This paper extends [7] , [14] in which unavailability of nominal WADC actuator as result of permanent faults or maintenance has not been considered. Our approach also extends [15] as without using VAs, large communication delay between WADC and actuator can deteriorate the damping performance.
The reminder of this paper is organized as follows: preliminaries on modeling of power systems are briefly described in Section II. In Section III, a multi-objective LMI with pole placement is presented as one method to design WADC. In Section IV, the FTC scheme is applied to power systems with redundant actuators. Time domain simulation results using DSATools software [16] are provided in Section V to demonstrate the proposed method's ability to increase system resiliency. Concluding remarks are presented in Section VI.
II. POWER SYSTEM DYNAMIC MODEL
The model for a multi-machine interconnected power system including different actuator components equipped with supplementary control such as generators, HVDC links and static VAR compensators (SVCs) is outlined in this section.
A. Generator Dynamic Model
Each generator is described by the two-axis model [17] :
In the above equations, the notation is as defined in the Nomenclature. Generators are assumed equipped with a high-gain excitation system and supplementary control input: (5) Saturation nonlinearity should also be considered in the supplementary input control to enforce practical limitations and are usually in the range of to per unit which guarantees a modest level of contribution. These limits allow an acceptable control range while providing adequate damping and preventing tripping of the equipment. Standard speed-based PSS model (PSS1A) [18] is used to improve damping of the local modes. Generators are also equipped with steam turbine governor model (TGOV1) which represents the motion of steam through the reheater and turbine stages [19] .
B. HVDC Dynamic Model
The HVDC system considered in this paper is based on a Line-Commutated Converter (HVDC-LCC). Supplementary control within the HVDC transmission link is another effective method to enhance small-signal stability. In particular, damping can be increased by modulating the reference current at the rectifier. The following represents dynamic variation of dc power with the supplementary control of HVDC link. (6) where will go to the master control system of the HVDC system.
C. SVC Dynamic Model
Static VAR compensators are mainly used to regulate the voltage and improve voltage stability. Along with voltage regulation, a supplementary input signal can be added to SVC's voltage control loop to provide additional damping for electromechanical modes. In this work, the following dynamic model is used for the SVC [16] . (7) (8) (9) III. MULTI-OBJECTIVE WIDE-AREA DAMPING CONTROLLER DESIGN
In general, remote signals can provide better observability of inter-area modes and can supplement the local control as a WADC. We design the nominal controller based on robust linear control methods but our approach to the VA can accommodate other control approaches. The linearized MIMO system can be represented as: (10) (11) (12) (13) where is the system states, is the input, is the disturbance, and is the measured output. In this framework, channel relates to the performance and is mainly used to guarantee robust performance against model uncertainties while relates to the performance and guarantees satisfactory time domain performance of the system. In our study, a multi-objective damping controller was considered using the LMI optimization techniques introduced in [20] to optimize both and norms concurrently. Using this concept, outputs regarding performance are chosen the same as system outputs (remote signals) and for performance are chosen as control input (supplementary signal) of the actuator to limit the control efforts and avoid high gains in the WADC.
Satisfactory closed loop damping can be achieved by using pole placement objectives to force the open loop poles to lie within a proper sub-region of the left hand plane. Fig. 1 shows that pole placement in a specified region can guarantee a minimum damping ratio of along with minimum decay rate of . However, must be chosen as a sufficiently small number to avoid large feedback gains and the associated large control effort. Large gains can also lead the system into saturation. In addition, in some cases where the controller design is based on a reduced-order model, large gains can result in instability of the full-order system.
In general, our goal is to design a dynamic output feedback controller to maintain and norms below the predefined values of and , while minimizing along with satisfying pole placement requirements. Variables and are positive weightings and and denote the transfer functions from to and , respectively. WADC designed by the above methodology can be written as: (14) (15) In practice, model reduction must be employed to avoid feasibility problems and to realize practical low-order controllers. The balanced model truncation via square root method [21] is used to reduce the open loop model to a lower order. The order of the model reduction can be determined by comparing the accuracy of frequency response of the full-order and the reduced-order system. In our approach, we design the controller based on the reduced-order model and therefore the controller will have the same order as the reduced model. Methods such as geometric measure of controllability and observability or joint controllability/observability measure [14] can be used to choose the measurement signals with the highest observability for a specific mode and also to choose the input location with the highest controllability regarding that mode. Hence, in our study: (16) (17) where is the th column of input matrix and is the th row of output matrix . and are the left and right eigenvectors of matrix , respectively. These geometric measures are effective classifiers, even in cases where inputs and outputs have completely different structures. Although the above wide-area damping controllers are designed using robust control techniques, failure in the communication links or failures in the actuators will degrade the damping of the system. The next section concentrates on a FTC scheme based on the VA concept to guarantee the system stability under faults in actuators.
IV. FAULT-TOLERANT CONTROL DESIGN
In this section, a fault-tolerant scheme for power systems with actuator redundancy is proposed. There is a likelihood that failures in some of the actuators during system operation can deteriorate WADC performance. To achieve a high damping reliability, FTC systems are required to cope with severe faults and enlarge the set of compensable actuator failures through other active actuators. In our proposed approach to enhance reliability in power systems, a greater number of actuation elements along with some reconfiguration control blocks will be used. We use the concept of virtual actuator to benefit from redundancy in the actuator's equipped with supplementary control for our previously designed WADC.
The actuator faults considered arise either when the communication between central WADC and actuator is lost due to a significant delay, failure due to a cyber-attacks or simply when the actuator is off-line due to maintenance or component faults. In these situations, the actuator is unable to receive the control signal from WADC. A widely used strategy to detect these failures is to use a protocol with immediate acknowledgment (ACK) for the communication links [22] . As a result, the detection of fault is easy and the problem becomes finding a way to re-route the WADC control signals to other available actuators. Fault detection and diagnosis [23] - [26] issues have been extensively investigated in control and power system literatures which are beyond the scope of this paper.
The corresponding block diagram of the proposed FTC scheme is shown in Fig. 2 . The control allocation will depend on the status of different actuators, their controllability measures and time delay associated with the communication link to a specific actuator. By inserting this reconfiguration block between the nominal WADC and the new actuator, there is no need to redesign the WADC to recover the performance of fault-free system. This block is independent of nominal WADC and does not need any information on design specifications. In case that a fault or failure occurs in the nominal actuator , the supervisory controller will redistribute the control signals to the remaining fault-free actuators . The reconfiguration blocks is a bank of VAs that can be described by following equations:
Output goes to the input of the nominal controller, goes to the redundant actuator and state variable is related to the VA internal dynamics. We also have (21) (22) Both matrix gains and should be chosen for the above virtual actuator dynamics. In case that fault occurs in the nominal actuator, the corresponding control input changes as follows: (23) Our main goal in designing the VA is to hide the fault from the controller and stabilize the faulty power system. Here, has to be chosen so that eigenvalues of matrix have negative real parts. To achieve above objectives, the pair should be stabilizable and the stabilizing gain can be determined using any state feedback approach such as pole placement technique to keep the deviation small. The matrix gain can also be chosen to increase the speed of healthy actuator through bypassing the integrator. At this stage, the fault-tolerant control scheme is completed.
After attaching the virtual actuator to the faulty plant and introducing a new state vector , combined state equations can be written as follows:
where from (24)- (26) it can be seen that the reconfigured plant dynamics seen by the controller behaves exactly similar to the nominal plant if . Therefore, if holds, then the fault is hidden from the controller. The state also represents the deviation between the nominal and faulty plant. From the above equations, it can be seen that the difference system is structurally unobservable from the controller. Therefore, should be determined by pole placement so that the difference system be asymptotically stable and the error vanishes asymptotically.
VAs are designed to handle actuator failures without the need to reconfigure the WADC. In the present work, the reconfigured closed loop is expected to satisfy the nominal control goal without having to change the original controller. The main advantage is that FTC design is independent of nominal WADC and therefore usable with any other controller. It is also more cost efficient than installing new control devices. This FTC scheme will not change the structure of nominal WADC and only modifies the output control signals through virtual actuator dynamics. Therefore, the nominal WADC is suitable for damping purposes via remaining actuators. In summary, this approach will lessen the difficulty of dealing with a faulty system as the reconfigured system recovers the behavior of fault-free system. Numerical simulations are performed in next section to illustrate the effects of this scheme.
V. NUMERICAL RESULTS

A. Case Study I: Kundur Two-Area System
In this subsection, the proposed methodology is applied to a modified Kundur two-area system. The modified system is shown in Fig. 3 . Generators are represented in detail by a fourthorder model and equipped with a high-gain excitation system. Generator has a turbine-governor model and is equipped with IEEE standard speed-based PSS to damp the local modes. Area 1 is transferring 550 MW of active power to area 2. An HVDC link connects buses 7 and 9 and is transferring 100 MW. To improve the voltage profile, an SVC with a capacity of MVar is connected at bus 8. Details of the original parameters can be found in [1] .
The modal analysis summarized in Table I shows that the system without WADC has a weakly damped inter-area mode at 0.666 Hz and two well-damped local modes. Our main objective in the WADC design is to meet or exceed 11% damping over all inter-area and local modes with . Generator supplementary excitation control and speed deviation are chosen as candidates for actuator input and measurement signals of WADC system, respectively. As discussed in Section III, is chosen as the nominal actuator for the WADC system based on the controllability measure (16) . Speed deviations of and are identified as the best candidate input signals for controller, as they have the highest geometric observability measure (17) over the first two critical modes.
The open loop model of this system is 29th-order and is reduced based on the balanced model truncation method. The appropriate order of the reduced-order model can be determined by comparing the frequency responses. Fig. 4 illustrates that the 6th-order reduced model can approximate the low-frequency oscillation characteristic and has a closer response to the full-order system relative to the 5th-order model. As a result, the WADC and VAs can be designed based on this 6th-order reduced model. Table I with the WADC included, shows that the controller satisfactorily improves damping of the full-order system. Details of parameters can be found in Appendix A.
In practice, time delay caused by transmission of remote control signal from WADC to the nominal actuator is one of the key factors influencing the performance and stability of the closed loop system. Time delay with transfer function can be substituted by a second-order Padè approximation based on minimization of the truncation errors [27] as follows: (27) The time delay characteristics expressed by the above model can also be considered in the open loop system model to design a controller which can efficiently suppress the negative effects of small time delay. However, delays in communication are often vary within an unbounded range instead of a fixed point and relatively large delay may even cause instability in power systems.
To validate the performance of the designed WADC on nonlinear system, one of the inter-area lines between bus 7 and 8 trips at s and then successfully re-closes at s. Second-order Padè approximation is also considered to demonstrate the effects of delay between WADC and the corresponding actuator. Fig. 5 shows the active power of one of the tie lines without any control and with WADC in the presence of different communication delays. This figure illustrates the large improvement in the dynamic response of the nonlinear system with WADC even in case of small delay. However, delay can negatively affect the damping performance and in this case time delay more than 0.22 s may lead to instability. Therefore reconfiguration in the control loop is needed to handle these failures.
Next we assume the primary actuator fails. The reconfiguration block redistributes the control signal to other redundant actuators in the system. We should note that the redundant actuator set is chosen as , SVC and HVDC link. To evaluate the effects of using this FTC scheme, Fig. 6-8 illustrate system responses where the WADC signal is redirected by using virtual actuators to supplementary control of , SVC and HVDC link, respectively. The results reveal the effectiveness of using VAs to damp the oscillations and recovery the performance of fault-free system.
B. Case Study II: New England 39-Bus System
To investigate the performance of the proposed approach on a more complex system, the New England ten-machine 39-bus test system was considered. Original details regarding network data, operating conditions and other parameters are given in [28] . The system is modified to have lightly damped inter-area modes. Overview of the proposed system with WADC and virtual actuators is shown in Fig. 9 . All generators are modeled via a fourth-order model and equipped with an excitation system except for which is an equivalent of another large power system. In addition, PSSs are also tuned based on local modes for generators to has a turbine-governor model and loads are represented as constant power loads. Since bus 16 has the lowest voltage among other buses, an SVC with the capacity of MVAr is installed to improve the voltage profile. Furthermore, an HVDC link is installed between bus 3 and 19 to increase the transfer capacity by transferring 100 MW power. Table II shows two critical inter-area modes with frequency of 0.5716 Hz and 0.7247 Hz. The overall goal in WADC design is to at least achieve 11% damping over all inter-area modes with The open loop model of this system is of 79th-order and has been reduced to an 8th-order using the balanced model truncation method. The appropriate order of the reduced-order model is determined by comparing the frequency responses. Fig. 10 depicts that the 8th-order reduced model can cover concerned low-frequency oscillations characteristic and has a close response to the full-order system. Next, according to Section III, WADC can be designed based on the 8th-order model. Table II with WADC included shows that the controller significantly improves damping of the full-order system by achieving at least 11% damping over all inter-area modes. Details of parameters can be found in Appendix B.
To evaluate performance, a symmetrical three-phase fault is applied at bus 1 at s and cleared after 150 ms. Fig. 11 shows the active power of the inter-area line 3-4 for the nonlinear system without any control and with WADC in the presence of different communication delays. According to this figure, the designed WADC remarkably enhances the stability and shows good damping performance. However, large delay can negatively affect the damping performance and in this case communication delay or other severe faults in the actuator may lead to instability. Therefore reconfiguration in the control loop is needed to handle WADC actuator failures. The redundant actuator set is chosen as (highest controllability after ), SVC and HVDC link. The pairs are stabilizable, is assumed to be zero and is chosen by pole placement techniques to stabilize the faulty system. To evaluate the effects of using this FTC scheme, Fig. 12-14 illustrate the system responses when the WADC signal is redirected by using VAs through , SVC and HVDC link, respectively. The nonlinear simulation results reveal the effectiveness of the proposed method to damp the oscillations when the communication between central WADC and is lost or in case that sever fault happens in the nominal WADC actuator. VI. CONCLUSION This paper has presented a new fault-tolerant WADC such that nominal controller remain operational after faults in the actuator. Geometric measures of controllability and observability were used to select the most effective measurements and control locations for WADC. The design of nominal WADC carried out using multi-objective optimization with pole placement region to achieve high damping performance. The proposed approach introduces redundancy in actuators to enhance the power system resiliency. The problem of actuator faults is addressed by inserting VAs between the faulty plant and nominal WADC to re-route the control signals to other healthy actuators and recover performance of fault free system without the need to retune the WADC. The design of the proposed method was analyzed in two detailed case studies. Simulation results demonstrate that the proposed approach provides sufficient damping when the system suffers from actuator failures. Further studies will focus on managing actuator redundancy by distributing the control efforts among a redundant set of actuators based on optimal control allocation. 
